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By Alessandro Blasimme, Marta Fadda, Manuel Schneider, and Effy Vayena

Data Sharing For Precision
Medicine: Policy Lessons And

Future Directions

ABSTRACT Data sharing is a precondition of precision medicine.
Numerous organizations have produced abundant guidance on data
sharing. Despite such efforts, data are not being shared to a degree that
can trigger the expected data-driven revolution in precision medicine.
We set out to explore why. Here we report the results of a comprehensive
analysis of data-sharing guidelines issued over the past two decades by
multiple organizations. We found that the guidelines overlap on a
restricted set of policy themes. However, we observed substantial
fragmentation in the policy landscape across specific organizations and
data types. This may have contributed to the current stalemate in data
sharing. To move toward a more efficient data-sharing ecosystem for
precision medicine, policy makers should explore innovative ways to cope
with central policy themes such as privacy, consent, and data quality;
focus guidance on interoperability, attribution, and public engagement;
and promote data-sharing policies that can be adapted to multiple

data types.

recision medicine promises to cre-
ate new therapies based on individ-
uals’ characteristics and lifestyles,
improve health monitoring, reduce
the use of ineffective drugs, and
devise better public health interventions."> No
health care system can afford to ignore such
possibilities. This explains why tailoring inter-
ventions to the real needs of patients—the ulti-
mate goal of precision medicine—is receiving
ample public support in countries like the US,
the UK, and Switzerland.*® Notably, progress in
precision medicine depends on the possibility of
collecting, linking, and reusing large amounts
of molecular, clinical, phenotypic, and lifestyle
data on as many people as possible.”™ This im-
plies that data sets should be accessible to multi-
ple research groups and that data should be
shareable.
Data sharing encompasses both transferring
copies and enabling reuse of data. Access to

MAY 2018 37:5

shared data can be open (if data are publicly
available to all) or controlled (if permission must
be sought to use a given data set). Sharing data
refers to sharing both primary data, as in the case
of the human genome sequences that were
released right after assemblage, and secondary
data that have already been used by those who
originally collected and curated them.

Various models of data sharing exist. Yet how
best to promote and govern the responsible shar-
ing of human data for research and clinical pur-
poses has long been a major policy challenge
aggravated by the growth of private-sector data
collection activities. Over the past two decades
many stakeholders have produced a plethora of
guidelines for data sharing that aim to address
thorny issues around privacy, data security, and
interoperability.”? The resulting policy landscape
consists of an extensive network of policy initia-
tives mobilizing a variety of principles and con-
cerns and reaching out (with varying potential to
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produce a tangible effect) to a heterogeneous
array of publics.

Despite the proliferation of data-sharing
guidelines, laments about data being insuffi-
ciently accessible are ever more frequent.”*®
This inaccessibility means that the often-invoked
“cultural shift” needed to align data sharing with
the needs of medical science has not occurred.’*"
Why this shift has not happened is a question
that needs to be investigated, as its answer can
inform the development of more effective poli-
cies. We began to explore this question by ana-
lyzing the data-sharing guidelines that have
dictated practice. In what follows, we report
the results of a comprehensive analysis of such
guidelines issued over the past two decades by
different types of organizations. To our knowl-
edge, this is the broadest review of data-sharing
policies conducted to date.

Our findings show a substantial fragmenta-
tion of the policy landscape around research data
sharing. Inlight of that, we suggest that to favora
more efficient data-sharing ecosystem for preci-
sion medicine, policy makers should explore in-
novative ways to cope with central themes such
as privacy, consent, and data quality; focus guid-
ance on interoperability, attribution, and public
engagement; and implement guidance that can
be adapted to multiple data types.

Study Data And Methods

We analyzed 230 policy documents from the pe-
riod 1996-2017 that provided guidance on data
sharing (for an overview of the databases used
for the search, a list of the included organiza-
tions, and our search strategy, see online appen-
dixes 1, 2, and 3, respectively).'® We reviewed
guidelines and best practices, official state-
ments, policy analyses, ethics frameworks, and
expert reports and declarations. The search, per-
formed in September 2017, retrieved 205 eligible
documents, to which we added 25 that we were
previously aware of but that our search strategy
did not uncover (see appendix 4)."

ANALYSes We used two methodological ap-
proaches. First, we employed a network analysis
approach to explore the structural features of the
data-sharing policy landscape and to map rela-
tionships among the included documents."?°
Network analysis is a method used to generate
explanatory hypotheses regarding social phe-
nomena (in our case, the insufficiency of data
sharing) by reconstructing the relations between
participants in a given activity.”

We thus experimentally obtained and repre-
sented the network formed by the data-sharing
guidelines as discrete objects on the World Wide
Web.?* We studied the shape (path structure) of

this network to determine whether insufficient
data sharing could be traced back to structural
features of the policy network formed by the
guidelines. To this end, we assessed the connect-
edness of the network against a baseline refer-
ence network (see appendix 5)." The rationale
for the use of this method is the assumption that
network interconnectedness (or the lack there-
of) is an indirect indication of a concerted policy
effort around a given objective (in our case, pro-
moting data sharing).We therefore used network
analysis as a heuristic tool to investigate a recal-
citrant policy issue and generate hypotheses to
explain the source of policy ineffectiveness.

To corroborate the indications obtained via
the network analysis, we also conducted a quali-
tative content analysis of the policy documents.
We initially analyzed a subsample of fifty docu-
ments and inductively generated twenty-one
meaningful categories or themes that could be
applied for a later analysis of the entire sample
(see appendix 6)."® Our categories identified nor-
mative claims (for example, “x should do a” and
“yshould be promoted”) that we refer to as policy
themes (see appendix 7).

We coded the full text of each document with
the aid of qualitative research software (NVivo,
version 11 pro) using our policy themes. Agree-
mentamong two of the coders was atleast 95 per-
cent in 98.2 percent of the cases (and kappa was
at least 0.7 in 75 percent of the cases), which
indicates the robustness of the inductively gen-
erated policy themes. We then developed an in-
dex to quantify the frequency of each policy
theme in our sample. The index accounts for
the number of times a reference to each policy
theme would appear in relation to the total num-
ber of coded words in the documents. The result
is then multiplied by 10,000 for better readabili-
ty. For example, an index value of 1.83 for the
theme of privacy indicates that privacy has been
referred to 481 times. This index allowed us to
look at how often each policy theme appeared
within each type of document (clustered by the
type of data each document was about) and with-
in the documents of each type of organization.

LIMITATIONS One limitation of our study was
the absence of an exhaustive repository of policy
documents. In particular, bibliographic data-
bases included only a small portion of the rele-
vant documents. Nevertheless, our approach
allowed us to analyze considerably more docu-
ments than similar studies have done.

A second limitation stemmed from the volatil-
ity of web-based content. For instance, the URLSs
leading to the included files might change over
time. So as not to compromise reproducibility,
we retained only PDF documents, which we will
share with other researchers upon request.
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EXHIBIT 1

Study Results
The 230 documents we analyzed covered a wide
spectrum of data types, including health-related
(30.9 percent), general research (20.4 percent),
human genetic or genomic (20.4 percent),
biobank (9.6 percent), scientific publication
(2.2 percent), public health (2.2 percent), clini-
cal trial (1.7 percent), and proteomic (0.4 per-
cent) data. The largest share of the documents
came from scientific societies (31.3 percent), fol-
lowed by national public policy organizations
(16.5 percent) and research funders (16.1 per-
cent). Most documents were issued by organiza-
tions based in the UK (29.6 percent) or the US
(18.2 percent) or by international organizations
(18.2 percent) (see appendix 8 for an overview of
the sample’s characteristics)."®

The data-sharing policy network?® is consider-
ably less dense than the reference network (see
appendixes 9-11)." In a perfectly connected
network—one in which every node is connected
to all other nodes—none of the nodes is more
connected than the others, and the number of
strongly connected components is equal to 1

Frequency of references to the policy themes in the documents analyzed
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source Authors’ analysis using NVivo qualitative analysis software showing the policy themes' fre-
quency across all documents. NoTEs The sample consisted of 230 documents that provided norma-
tive guidance on data sharing. Frequency is measured by use of an index that accounts for the number
of times a reference to each policy theme would appear in relation to the total number of coded
words in the documents. The result is then multiplied by 10,000 to obtain an index ranging between

0 and 10.
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(that is, the whole network is the most strongly
connected component of itself). Our analysis re-
vealed that the network under study had twenty-
two times as many highly connected components
compared to the reference network (appendixes
9 and 12).” Considered together, these findings
show that the policy network is rather loosely
connected, which suggests a possible fragmen-
tation of the policy landscape.

The content analysis of the documents con-
firmed this initial observation. For the past
two decades the policy discourse around data
sharing has been mobilizing a diverse variety
of themes (exhibit 1 and appendix 6).'* However,
the frequency with which the themes appeared in
our sample revealed that not all of them have
been equally emphasized.

Three themes were referred to much more fre-
quently than others: data subjects’ autonomy,
data subjects’ privacy, and data quality and cu-
ration (exhibit 1). Although these themes have
been perceived as major concerns that merit spe-
cial attention and guidance, not all organiza-
tions have given them equal consideration.

Almost all of the documents in our sample
acknowledged the importance of data subjects’
autonomy. This refers predominantly to proce-
dures of informed consent as a precondition of
collecting personal data and allowing their fur-
ther uses. While other framings of autonomy are
present (for example, data subjects’ right to re-
ceive information generated from their data),
informed consent is by far the most common.
The type of organization that stressed this theme
the most was research funders (exhibit 2). All
other organization types emphasized autonomy
as well, but not to the same degree as research
funders (standard deviation: 0.33).

The policy theme of privacy appeared almost as
frequently as that of autonomy in our sample
(exhibit 1). This reveals a consensus about the
need to balance the maximization of data avail-
ability with protecting data subjects’ fundamen-
tal right to privacy. Research funders stressed
privacy the most, followed closely by govern-
ments and governmental organizations (exhib-
it 2). Interestingly, however, this theme is the
one that shows the highest variability in frequen-
cy across the different types of organizations.
The standard deviation for privacy (0.76) was
the highest that we encountered in our analysis.

The third most prominent policy theme, data
quality and curation, captures recommenda-
tions addressing the need for sharable data to
bereliable, complete, easily findable, and accom-
panied by sufficient metadata. Absent those
characteristics, data sharing would have limited
utility. Research funders emphasized this theme
more than any other type of organization, but
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EXHIBIT 2

Frequency of references to the policy themes, by organization type
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M Research funder
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source Authors' analysis using NVivo qualitative analysis software comparing the policy themes' frequency and the type of organiza-
tion. NoTEs The sample is explained in the notes to exhibit 1. Appendix 15.2 contains a list of all data used to generate this figure, and
appendix 17 contains the mean and standard deviation for each theme (see note 18 in text).

the two types of scientific organizations also paid
substantial attention to it (exhibit 2). However,
despite the prominence of the theme, different
types of organizations have covered it rather un-
evenly (SD: 0.61).

Other policy themes received less but still a fair
amount of attention: data access (maximizing
data reuse), attribution (finding ways to duly
recognize and reward the work of data collectors
and curators who make data available), data pub-
lication (publishing research data along with
scientific papers), open-access publication of
scientific works, capacity building (increasing
knowledge regarding data science and data man-
agement), and accountability (creating robust
oversight mechanisms) (exhibit 1). Interesting-
ly, regulatory compliance (complying with exist-
ing regulations) and public engagement (foster-
ing such engagement) fall close to the average
frequency value (0.59) and received quite simi-
lar amounts of attention across organization

types (SDs: 0.21 and 0.2, respectively) (exhib-
it 2). Finally, the following handful of policy
themes received only very limited attention: sol-
idarity (appeals to that), professionalism (ad-
herence to professional codes of conduct), group
rights (considering the interests oflocal commu-
nities and populations in data-sharing practic-
es), and integrity (framing data sharing as a
matter of scientific integrity).

Furthermore, we observed that the most fre-
quently addressed themes were those that were
more unevenly cited in documents covering
different types of data (see appendix 13)." For
example, data quality and privacy have the sec-
ond- and third-highest standard deviations in
the sample (2.98 and 2.37, respectively), with
autonomy being only slightly more homo-
geneously distributed than these two (SD:
1.49) (see appendix 13)."®

After checking for multicollinearity, we ap-
plied simple linear regression analysis to test
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for whether the type of data discussed and the
type of organization issuing the documents
significantly predicted the frequency of the three
most covered themes. Neither data type nor
organization type was found to be significant
predictors of data quality and curation (R*
0.008; F(2,227): 0.896; p = 0.410), privacy
(R* 0.001; F(2,227): 0.075; p = 0.928), or au-
tonomy (R* 0.016; F(2,227): 1.806; p = 0.167)
(see appendix 14)."® Furthermore, not even the
countries of the organizations were correlated
significantly with data quality and curation
(F(13,216): 0.713; p = 0.750), autonomy
(F(13,216): 1.338; p = 0.193), or privacy (F
(13,216): 0.713; p = 0.138) (see appendix 14)."
Our analysis showed considerable fragmenta-
tion of the policylandscape: The network formed
by the policy documents is poorly intercon-
nected, not all policy themes are equally repre-
sented, different categories of organizations give
different emphasis to the same themes, and
documents addressing a given data type do not
give similar emphases to the various themes.

Policy Implications

Although there might be multiple reasons why
data sharing has not been achieved to the ex-
pected degree, it is highly probable that guide-
lines and policy approaches played an important
role in what has or has not happened. In partic-
ular, the guidance we studied, despite its abun-
dance, has not resulted in a cohesive system of
incentives able to reconcile the interests and ex-
pectations of different stakeholders. The frag-
mentation that we observed, the emphasis on
some specific themes, and the relative neglect
of others led us to propose orienting future guid-
ance in three directions described below.

DEVELOPING INNOVATIVE PoLicYy TooLs The
guidelines we analyzed focused primarily on
the themes of autonomy (mainly through in-
formed consent), privacy, and data quality and
curation. While there is consensus that these
themes are central to responsible data sharing,
they also have been identified as typical barriers
standing in the way of data sharing.” One possi-
ble way to overcome such barriers is to explore
innovative ways of addressing them.

» AUTONOMY: For decades, the protection
of the autonomy of research participants and
data donors has relied on informed consent.
Originally designed as a form of autonomous
authorization for research activities or medical
acts,” informed consent has progressively ac-
quired numerous other functions, including that
of specifying individual preferences for the reuse
of data and the return of incidental findings.?
This has led to a functional overload.?® While
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The guidance we
studied has not
resulted in a cohesive
system of incentives
able to reconcile the
interests and
expectations of
different
stakeholders.

a necessary condition for secondary data use,
informed consent as currently practiced does
not offer the granularity that is required for
data donors to exert meaningful control—
particularly in the case of the multifarious data
types required for precision medicine. New digi-
tal consent technologies relieve data donors
from making complex up-front decisions; this
enables case-by-case deliberations throughout
the various uses of the data.””*® Such tools could
be promoted through pilot initiatives and ad hoc
regulatory guidance in the context of national
precision medicine initiatives.

» PRIVACY: In a similar vein, technological
solutions could also be adopted to boost data
privacy. For example, advanced cryptography
and distributed ledger technologies such as
the blockchain®**° recently came to the fore as
promising methods of protecting health data
more effectively.* > Implementing such privacy-
preserving technologies requires targeted public
investment and the development of technical
requirements for data exchange platforms to en-
sure regulatory compliance. The foreseeable pay-
off of such efforts is the growth of data infra-
structures for precision medicine that can
streamline data sharing, automate and increase
data traceability, and reduce the risk of data
breaches and misuse.

» DATA QUALITY AND CURATION: The role of
data creators and curators is key for ensuring the
quality and therefore the usability of data sets.
Data-tagging systems have long been proposed
as a way to trace credit for data curation “where
credit is overdue.”*® Yet such systems have strug-
gled to establish themselves, as is demonstrated
by the infrequent use of data-set indices or iden-
tification numbers.” In light of this, different
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Our analysis shows
that data-sharing
guidance has so far
not used levers across
the full spectrum of
relevant policy themes
and impediments.

types of incentives need to be explored. One
approach could be the creation of data infra-
structures with a reciprocity-oriented design
whereby, in order to get access to a database,
researchers accept to contribute to its mainte-
nance, curation, and development. Researchers
could fulfill such a requirement either by con-
tributing new data or by performing quality-
related tasks for the database. A model of this
kind can be incentivized in one of two ways: by
insisting on the value of reciprocity in data-shar-
ing guidance, and by introducing this feature up
front in the design of new data infrastructures
created for national flagship research initiatives
in precision medicine.®

RECALIBRATING PoOLICY EMPHASIsS Our analy-
sis shows that data-sharing guidance has so far
not used levers across the full spectrum of rele-
vant policy themes and impediments. In partic-
ular, some important themes—interoperability,
attribution, and accountability—have received
comparatively limited consideration. Yet these
policy themes have been identified as key ena-
blers of data sharing'?*" and public trust in data-
driven research.*®

Future guidance should therefore redistribute
the policy emphasis across a broader set of policy
themes to compensate for the observed fragmen-
tation.

» INTEROPERABILITY: Data infrastruc-
tures for biomedical research should be inter-
operable—that is, ready to integrate multiple
data formats (including data aggregated and up-
loaded by data subjects themselves) and able to
seamlessly exchange data with each other. To
date, however, efforts to increase interoperabili-
ty have had onlylimited success. Lessons learned
in the clinical field could prove valuable in the
policy context. For example, linking reimburse-
ment of accountable care organizations to quali-
ty and outcomes has been a potent incentive to

improve the interoperability of electronic health
records.* Similarly, the adoption of interopera-
bility standards is likely to increase data access
requests. To incentivize the implementation of
interoperable data standards, research funders
could reward scientific institutions on the basis
of the number of data access requests they grant
to other research organizations.

> ATTRIBUTION: As to issues of fair attribu-
tion, the above-mentioned reciprocity-based ap-
proach to data reuse, coupled with the reward
system we have just described, would enable data
curators to be traceable. Yet to incentivize data
citation practices, novel career paths for data
curators would have to be introduced in research
institutions. Such paths should include recogni-
tion of new skills and reward the role curators
play in data sharing.

> ACCOUNTABILITY: Accountability has re-
ceived increased attention in the discourse about
responsible data processing.’”*' Guidance on
how to streamline processes such as conducting
impact assessments for privacy*? or data protec-
tion" could greatly improve accountability. Par-
ticipatory data governance mechanisms also
hold promise. Data subjects’ involvement in de-
cisions regarding data management would fulfill
one of the aims of accountability—that is, to fos-
ter transparency and public trust in the use of
data. This is particularly relevant for subjects
who are enrolled in precision medicine studies
based on group membership (for example, they
belong to genetically isolated populations, dis-
ease groups, ethnic groups, minority groups, or
specific communities). Offering subjects mean-
ingful levels of control over data access and dis-
tribution practices includes ensuring that they
are represented on data access committees and
oversight bodies**** and can go as far as empow-
ering subjects or communities to aggregate their
own data from disparate sources and make them
available for research under conditions they di-
rectly control.”

Interestingly, participatory mechanisms are
gaining traction in precision medicine as a
way of more meaningfully considering the rele-
vantinterests of data subjects.****’ Policy makers
should therefore capitalize on the growing inter-
est in public participation in precision medicine
and set up participant-centered data governance
models.

PROMOTING COMPREHENSIVE GUIDANCE Our
analysis has indicated that the policy landscape
around data sharing is fragmented. We have also
shown that existing guidance tends to set apart
different data types for regulatory purposes. Yet
different guidelines treat the same data types in
dissimilar ways. The resulting system of guid-
ance has been undermined by this fragmented
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approach, which may have contributed to a sub-
optimal level of data sharing. Appeals for inter-
national policy harmonization have long been
put forward, but this harmonization has fallen
short of expectations.*® This complicates data-
centered research activities such as precision
medicine, which require access to diverse data
types simultaneously. For some more novel data
types (such as unstructured data contributed by
patients and data collected through mobile apps,
wearable devices, or online social networks),
there is limited, if any, guidance. Data-sharing
guidance that applies across the board to multi-
ple data types—thus focusing on the intended
use of the data rather than their source—would
facilitate access to heterogeneous data sources,
from conventional to novel.* Likewise, over-
sight activities such as reviews of requests for
data access should be able to accommodate such
diversity. Future guidance to support precision
medicine activities should therefore focus on
creating the conditions necessary for the emer-
gence of a coherent regulatory environment
around the collection, use, and distribution of
multidimensional health data.

Conclusion

We analyzed structural and content-related
features of 230 documents from a wide range
ofinternational and national organizations from
the period 1996-2017 that contained data-
sharing guidance. We found that the documents
concentrated on a restricted set of policy themes

and that there was substantial fragmentation of
the policylandscape across specific policy organ-
izations and contexts of use. Data-sharing
guidance focuses on regulating areas in which
stakeholders may have diverging interests—
specifically, autonomy (typically through in-
formed consent), privacy, and data quality and
curation. With respect to these themes, different
organizations may operate under fundamentally
dissimilar sets of assumptions regarding the best
way to treat the data they produce, collect, and
process. Therefore, despite their reasonable-
ness, existing policy approaches fall short of pro-
viding sufficient incentives for data sharing.
Further efforts by organizations and policy
makers are needed to develop guidance to im-
prove data sharing. Future policy initiatives will
need to take stock of the already abundant guid-
ance on data sharing. Our recommendations,
based on three objectives, are a step in this di-
rection. First, we suggest leveraging emerging
technologies to streamline robust informed con-
sent procedures and privacy-preserving data
processing, and we propose the introduction
of reciprocity-based data-access models to pro-
mote data quality. Second, we highlight some
key policy themes—interoperability, attribution,
and participatory governance—that have been
on the radar of policy makers for quite some time
but that must be reevaluated and prioritized.
Finally, we suggest that data-sharing guidance
for precision medicine must allow implementa-
tion across the widest possible range of data

types. B
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